&

AN

STATE
BITTTTTTR
=

a

"0

NEL4y,,

$
2

O 1964

Collegeo?ls-ngibrary JOUI'na| Of LaW and Health

Volume 26 | Issue 2 Note

2013

Do you Know Where Your DNA Is? The Need for DNA Legislation
in Ohio

Elizabeth Collins

Follow this and additional works at: https://engagedscholarship.csuohio.edu/jlh

0 Part of the Criminal Law Commons, and the Fourth Amendment Commons
How does access to this work benefit you? Let us know!

Recommended Citation
Note, Do you Know Where Your DNA Is? The Need for DNA Legislation in Ohio, 26 J.L. & Health 349
(2013)

This Note is brought to you for free and open access by the Journals at EngagedScholarship@CSU. It has been
accepted for inclusion in Journal of Law and Health by an authorized editor of EngagedScholarship@CSU. For
more information, please contact library.es@csuohio.edu.


https://engagedscholarship.csuohio.edu/jlh
https://engagedscholarship.csuohio.edu/jlh/vol26
https://engagedscholarship.csuohio.edu/jlh/vol26/iss2
https://engagedscholarship.csuohio.edu/jlh/vol26/iss2/7
https://engagedscholarship.csuohio.edu/jlh?utm_source=engagedscholarship.csuohio.edu%2Fjlh%2Fvol26%2Fiss2%2F7&utm_medium=PDF&utm_campaign=PDFCoverPages
https://network.bepress.com/hgg/discipline/912?utm_source=engagedscholarship.csuohio.edu%2Fjlh%2Fvol26%2Fiss2%2F7&utm_medium=PDF&utm_campaign=PDFCoverPages
https://network.bepress.com/hgg/discipline/1180?utm_source=engagedscholarship.csuohio.edu%2Fjlh%2Fvol26%2Fiss2%2F7&utm_medium=PDF&utm_campaign=PDFCoverPages
http://library.csuohio.edu/engaged/
mailto:library.es@csuohio.edu

DO YOU KNOW WHERE YOUR DNA |S? THE NEED
FOR DNATHEFT LEGISLATION IN OHIO

ELIZABETH COLLINS*

I | N =0 51003 [0 ] 349
II. ABANDONMENT AND THE FOURTH AMENDMENT ...cvvvvvenenee. 352
I1l. PROBLEMSRESULTING FROMDNA THEFT ...ciiviiiieiiieienenen 355

A. Privacy Infringement ............c.cco v ieeeeeiiiceeeenn

B. Genetic Discrimination

C. Paternity Testing...........ccceeeeeeeeee.

D. Security RISKS.......coiiiiiiiiiiieiieeeeeeeeiis
I[V. DNA THEFTLEGISLATION...cctttiiiiiieeeeiaeaeasessiivineeeeeeees

V. PrROPOSEDDNA THEFT LEGISLATION FOROHIO.................. 368
A. Why DNA Theft Should be Regulated by the
SALES ... 369
B. Why DNA Theft Should be a Criminal Offense....370
C. Model Ohio DNA Theft Statute............commmeve.een. 372
V1. CONCLUSION ...tttiieieeiiitiie e e e e eeetiie e e e e e eetae e e eeseeeessaaaeeeeeeees 373
|. INTRODUCTION

In 2002, discarded dental floss revealed more afsoubus Hollywood director
Steve Bing than he had foreseen — it revealed hibatvas a father. A private
investigator stole DNA contained on dental flossrirMr. Bing's garbage for the
purpose of paternity testifgWithout his consent, Mr. Bing’s life was turnepside
down by DNA testing.

Countless stories, such as Mr. Bing’s, are duestekbpments in technology that
have made DNA testing more affordable and accessibthe publi¢. DNA left on

* J.D. candidate 2013, Cleveland-Marshall Colle§&aw; extern to Honorable Chief Justice
Maureen O’Connor, Supreme Court of Ohio and Horlerdiidge Patricia Gaughan, U.S.
District Court for the Northern District of Ohio; &t Court team member. Elizabeth Collins
would like to thank her parents, Tim and ChristDellins, her scholarly writing professor
Alex Frondorf, and her Journal mentor, Priscila lRnc

1 SeeOne for you, Philip MarloweTHE EconomisT, Feb. 23, 2006, http://www.econ
omist.com/node/5558968. Steve Bing is a well-kndwailywood director who works for
Metro-Goldwyn-Mayer “MGM” and has directed sevesatcessful moviesd.

2 |d.; seeUnited States v. Pellicano, 135 F. App’x 44 (Cat. Spp. 2005). Anthony
Pellicano, the private investigator who stole StBirgg’s dental floss, was charged with other
related criminal offenseS§eeid. Steve Bing did not pursue any legal action agdtedlicano,
because Bing considered Pellicano a fricdekid.

% SeeOne for you, Philip Marlowe, supraote 1.

4 SeePatrick G. LeeDNA Theft Wades Largely into Uncharted Legal Tersit THE
WALL STREETJOURNAL (Aug. 8, 2011), http://blogs.wsj.com/law/2011/0Bkha-theft-wades-
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discarded cans, cigarettes, gum, tissues, or evehair at a barbershop invites the
opportunity for individuals to obtain and test agieDNA without their consent or
knowledge> This DNA is often stored in genetic datab&sasd biobankswithout
the knowledge or consent of these individJals.

DNA, short for deoxyribonucleic actiis the “fundamental building block of an
individual’s entire genetic makeup® DNA is the most basic matter of life,
representing the unique genetic makeup of eachvitheil DNA analysis

into-largely-uncharted-legal-territory/ (noting thahere are many potentially severe
consequences of DNA theft, such as insurance cgeeatiscrimination for high risk drivers or
lenders using genetic information to determine itnatthiness).

5 Jeff Hammerschmidti.egal Quandary of DNA ThefAMERICAN LAWYER ACADEMY
(Aug. 25, 2011), http://www.americanlawyeracademgfegal-quandary-of-dna-theft
(discussing the accessibility of others’ DNA anck thrivacy risks associated with this
accessibility, positing that, despite these riskere is little legal protection from DNA theft
provided by current DNA theft legislation).

® Mark A. RothsteinDNA DatabanksGENETIC SECRETS PROTECTING PRIVACY AND THE
CONFIDENTIALITY IN THE GENETIC ERA 231 (1997) (noting that genetic information sush a
genetic propensities, ancestry, and kinship inféionaobtained from DNA testing is often
stored in genetic databases). These databasermeeally run by the private sector but are
primarily unregulated in the United Statés.

’ See id.(referring to databases which store actual humisii Bnd tissue samples, also
called DNA databanks, rather than just the genetarmation ascertained from DNA testing,
as is the case with genetic database=; alsalenny Reardorhe Human Genome Diversity
Project: A Case Study in Coproductio®]l Soc. Stubies Sci. 357 (2001) (discussing the
Human Genome Diversity Project (“‘HGDP”), a proposggabal project intending to collect
samples of indigenous groups around the world tmaestrate human diversity). Many
indigenous groups refused to take part in this gmtojand as a result the project was
temporarily unsuccessful)l.; Nicholas WadeGeographic Society is Seeking a Genealogy of
Humankind N.Y. TiMes, April 13, 2005, at A16 (discussing attempts teive the Human
Genome Diversity Project); HE HUMAN GENOME PrROJECT About the Human Genome
Project  http://www.ornl.gov/sci/techresources/Human_Geefaroject/about.shtml  (last
viewed Feb. 11, 2013) (stating that the Human GenBnoject, which took thirteen years to
complete, was run by the U.S. Department of Enengy the National Institute of Health).
The project was eventually revived and was comglée2003, two years sooner than the
Department had predicted, due to rapid advancesimologyld.

8 See generalliRothstein supranote 6.

® SeeHenry T. Greely et alFamily Ties: The Use of DNA Offender Databasesatic
Offenders Kin, 34 J.L.MEeD & ETHICS 248, 249 (2006) (positing that family membersthwi
similar DNA to one another, particularly siblingsten share many of the genetic indicators
tested by the State for criminal identifications@e alsoBLACK’S LAwW DICTIONARY 551-52
(9th ed. 2009) (defining DNA as a “[d]eoxyribonuclacid the double-helix structure in cell
nuclei that carries the genetic information of moshg organisms”).

10 See Linda A. Hogan, Fourth Amendment-Guilt by Relation: If Your Brothir
Convicted of a Crime, You Too May Do Tin3® W. NEw ENG. L. Rev. 543, 547 (2008)
(Hogan provides an explanation of how siblings @ften indicted for crimes based on their
sibling’s DNA). For example, a Harvard profess@swharged with rape due to the fact that
his brother, a convicted felon, was registerechengovernment’'s DNA databadd.

11 1d.; see alsdGreely,supranote 9, at 248-49.
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provides three types of extremely personal and ueigenetic information: (1)
“personal information}* which includes information related to genetic
predispositions and personal traits; (2) “mediasfoimation™® regarding one’s
“kinship;” and (3) information regarding one’s hage, which includes “the routes
and origin of [one’s] ancestors” While some genetic information is readily
discoverable, such as hair and eye color, othemfare unique and personal genetic
information, such as kinship and paternity, is disrable only through genetic
testing’®> The amount of uniquely personal information afadie from DNA
testing, and the privacy and safety risks resulfiogn access to and publication of
that information, are extraordinal§/There is no federal regulation of DNA théft.
Thus far, eight statéshave enacted legislation prohibiting DNA theftemstates has
enacted a genetic bill of rights, and two stategeharoposed similar genetic bill of
rights legislatior? Ohio is among the many states without legislagoohibiting
DNA theft®

12 See Yael Bregman-EschetGenetic Databases and Biobanks: Who Controls Our
Genetic Privacy? 23 S\NTA CLARA COMPUTER & HIGH TEcH. L.J. 1, 8 (2006);see also
George J. Annaszenetic Privacy: There Ought to Be a La#vTex. Rev. L. & PoL. 9, 9-10
(1999) (arguing that DNA, because of its ability poovide personal health and kinship
information, needs to be protected through DNAtthegfislation).

13 SeeBregman-Escehsupranote 12.
14 SeeBregman-Escehsupranote 12.
15 SeeBregman-Escehsupranote 12.

18 SeeClifford Mintz, The Future: DNA Identify TheftBioJosBLoG.com, Oct. 19, 2009,
available athttp://www.biojobblog.com/2009/10/articles/biobnsss/the-future-dna-identify-
theft/ (discussing the low price of DNA testing lieasing accessibility to the general public
and its effect on genetic privacy).

17 SeeHammerschmidtsupranote 5.

18 The eight states that have passed DNA theft &tipsi include: Alaska: Baska STAT.
§ 18.13.030 (2013)ALASKA STAT. § 12.55.135 (2013); FloridaLk. STAT. § 760.40 (2013);
New Jersey: N.JSTAT. § 10:5-45 (2013); § 10:5-49; New York: N.€wv. R. LAw 8§ 79-L
(2013); Oregon: @ Rev. STAT. § 192.543(2) (2013); Minnesota: M. StaT. § 13.386
(2013); New Hampshire: N.HRev. STAT. ANN. 8§88 141-H:1-6 (2013); New Mexico: N.M.
STAT. ANN. 88 24-21-1 to 24-21-7 (LexisNexis 2013) (for anpdete list of state legislation
regulating DNA theft).

19 Massachusetts has enacted a genetic bill of rights California and Vermont has
proposed a genetic bill of rights (stating thatefenmaterial is “the exclusive property of the
individual from whom the information is obtained'3ge Susan Huber & Dan Vorhaus,
Genetic Bill of Rights Proposed in MassachuseBsnomics LAw RePORT (Feb. 14, 2011),
available at http://www.genomicslawreport.com/index.php/20111@2genetic-bill-of-rights-
proposed-in-massachusetts/ (discussing Massacsiugpetiposed Genetic Bill of Rights,
which has since been enacted)Add GeEN. LAws. ch.111, § 70G (2013%ee alsoAn Act to
Create a Genetic Bill of Rights, S. 1080, 187th Gé&b. § 1 (Mass. 2011) (for the
Massachusetts Genetic Bill of Rights).

20 This does not include legislation addressing imiedl consent for genetic testing for
medical and research purposes. This Note doeaduvess the numerous arguments in favor
of or opposing requiring informed consent for thee wf genetic information for DNA
research. Many states have enacted legislatiomessidg informed consent for medical
genetic testing, including: Alaska, Arizona, Califm, Colorado, Delaware, Florida, Georgia,
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This Note examines the several privacy and saftyds stemming from DNA
theft. Part Il discusses constitutional and comram regarding the abandonment
of property, particularly under the Fourth Amendmemd explains how the Fourth
Amendment does not protect individuals from DNAfth@art 11l details the many
consequences resulting from DNA theft. These risksiong countless others,
include employment and insurance discriminafioriamily turmoil caused by
paternity testing which is often inaccurate anddumed without consent, genetic
stalking, security risks, and the unauthorized jmalibn of personal medical
information and ancestral informatiéhPart IV examines DNA theft legislation
adopted by eight states and three states’ geniditiof bights, as well as DNA theft
legislation in Great Britain. Part V addresses riked for DNA theft legislation in
Ohio and proposes a new statute for Ohio that oaliies DNA theft. Part VI
concludes this Note with an explanation of why Di&ft legislation is necessary to
protect the safety and privacy of Ohio residentartipularly Ohio’'s need to
criminalize DNA theft.

Il. ABANDONMENT AND THE FOURTH AMENDMENT

Before discussing the issues stemming from DNA tthiéfis important to
understand the constitutional and common law réggrdiscarded materials. The
Fourth Amendment seeks to protect individuals franteasonable searches and
seizures and provides:

The right of the people to be secure in their pegsstiouses, papers, and
effects, against unreasonable searches and seishadksnot be violated,
and no warrants shall issue, but upon probablescaupported by oath or
affirmation, and particularly describing the placebe searched, and the
persons or things to be seiZ&d.

This amendment was designed to “guarantee peoplaght to be secure in their
persons, houses, papers, and effects” against somable and therefore unlawful

Hawaii, Idaho, lllinois, Louisiana, Maryland, Maskasetts, Michigan, Minnesota, Missouri,
Nebraska, Nevada, New Hampshire, New Jersey, NewiddeNew York, Oregon, Rhode
Island, South Carolina, South Dakota, Texas, Watmont, Virginia, and WashingtorSee
State Laws Pertaining to Surreptitious DNA Testi@gNETICS & PuB. PoL. CTR. (Jan. 21,
2009), available at http://www.dnapolicy.org/resources/State_law_suniesafinal_all_sta
tes.pdf. Ohio has not enacted legislation addrgsisiformed consent for medical research.
The legislation in these 31 states varies in lew#lprotection and requirements for use,
collection, storage, and disclosure of geneticrimfation and the results from genetic testing
in the medical field.See id.However, eight of these states have also enactidldgon
regulating DNA theft and one has enacted a getétiof rights, and two have proposed a
genetic bill of rights.See id.

2l SeeKathy L. Hudson et alKeeping Pace with the Times — the Genetic Infornati
Nondiscrimination Act of 2008358 New ENGL. J. MED. 2661 (2008) (providing a “quick
guide to GINA” and describing the shortfalls of GINincluding continued risks of
employment and insurance discrimination, amongrejheThe authors recognize that GINA
does provide some protection, although the prairdafforded is insufficientd.

22 seeRothsteinsupranote 6, at 540-41.
2 U.S. @NsT. amend. IV.
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government searches and seiztfresd was adopted to ensure citizens’ right to
privacy from arbitrary governmental invasith. When discussing an individual's
right to privacy in a discarded item, it is impartdo first inquire whether the Fourth
Amendment provides any constitutional protectiohiat item?® Unfortunately, for
individuals targeted and victimized by DNA theft, appears that the Fourth
Amendment affords no such protectfdn.

For an individual to invoke Fourth Amendment préi@t from an unreasonable
search or seizure, courts will conduct a two-paguiry: first, whether the person
has exhibited an actual and subjective expectatigerivacy?® and second whether
that individual has a reasonable expectation ofagsi in the object’ In other
words, courts will inquire whether the individuahsh shown that he intends to
preserve an object as privateyiewed objectively under the circumstances, and
whether that intent is one which society is willilmgconsider reasonabié.

In defining a reasonable expectation of privacy 8upreme Court iKatz v.
United Statescknowledged an expectation of privacy in an iiatligl’s home when
the Court recognized that “a man’s home is, for nmgposes, a place where he
expects privacy® However, the courts have subsequently diminishedstope of
the definition of a reasonable expectation of mw& Narrowing this definition,
courts have held that the Fourth Amendment doeapyly to property that has been
“voluntarily abandoned, because society does nobgmize an expectation of
privacy in abandoned property as being objectivesonable®

24 SeeHogan,supranote 10, at 552.
% SeeHogan,supranote 10, at 552-53.
% q.

27 See id. This Note does not discuss Fourth Amendment-bagwllenges of the
constitutionality of police collecting DNA on crimgcenes for criminal prosecution. This
Note focuses on DNA theft in relation to privatedividuals and does not challenge the
constitutionality of the State’s use, collectiongdatabasing of DNA evidence.

2 Katz v. United States, 389 U.S. 347, 361 (1967).

% The U.S. Supreme Court has consistently held thaperson claiming Fourth
Amendment protection from an unreasonable searcteiaure of an object must display a
subjective, reasonable expectation of privacy eghrportedly protected object which society
is willing to recognizeld. at 361;see alsdRakas v. lllinois, 439 U.S. 128, 143 (1978); United
States v. Chadwick, 433 U.S. 1, 7 (1977); Uniteate&t v. Miller, 425 U.S. 435, 442 (1976);
United States. v. Dionisio, 410 U.S. 1, 14 (1973)nch v. United States, 409 U.S. 322, 335-
36 (1973); United States v. White, 401 U.S. 742 {B71); Mancusi v. Deforte, 392 U.S.
364, 368 (1968); Terry v. Ohio, 392 U.S. 1, 9 (1968

30 gmith v. Maryland, 422 U.S. 735, 740 (197@%tz 389 U.S. at 361Rakas 439 U.S. at
143-44:White 401 U.S. at 752.

31 Smith 422 U.S. at 74Katz, 389 U.S. at 361.
%2 Katz, 389 U.S. at 361.
33 d.

34 State v. Gould, 963 N.E.2d 136, 139 (Ohio 2012)dimg that a criminal Defendant did
not have a reasonable expectation of privacy irctimtents of his computer’s hard drive when
he left the hard drive in his apartment and leftrtptherefore, the Court found that police



354 JOURNAL OF LAW AND HEALTH [Vol. 26:349

The definition of abandoned property has been tmoed substantially’. Courts
have held that objects which have been “knowinglgose[d]” to the public view
are considered abandoned propéttyln California v. Greenwood’ the Supreme
Court held that garbage bags placed on a curbdetefior garbage pick-up were
considered knowingly exposed to the public viewerdiy signifying that the
individuals who placed the garbage on the curb haveeasonable expectation of
privacy in the garbage, and the garbage couldliebal searched by police without a
search warrant. Courts have included DNA contained on discardeahs>® such as
saliva left on a discarded cigarette butt, as abaed’® Specifically, a court found
that, by abandoning the cigarette butt, the defended also abandoned any
reasonable expectation of privacy in his DNA camedi on the cigarette buitt.
Relying on the Supreme Court’s decision regardiisgatded garbage bags placed
on a curb inGreenwood courts have continued to shrink the definition af

were entitled to conduct a warrantless searchehtrd drive and admit the content acquired
from the hard drive as evidence against the Defefida

% SeeElizabeth E. JohReclaiming “Abandoned” DNA: The Fourth Amendmend an
Genetic Privacy100 Nwv. U. L. Rev. 857,865 (2006)(positing that courts have categorized
discarded items as abandoned property and havéngedtto expand the definition of
“abandoned,” narrowing the scope of protection urttie Fourth Amendment). Joh argues
that DNA should not be considered abandoned witha traditional scope of the Fourth
Amendment because the Fourth Amendment “fails tbegt genetic privacy adequatelyd.
Joh also argues that the government, thereforalsnieeadopt legislation that protects DNA
privacy due to the courts’ growing reluctance totpct abandoned DNA under the Fourth
Amendmentld.

36 Katz, 389 U.S. at 361 (Harlan, J., concurring).

37 SeeCalifornia v. Greenwood, 486 U.S. 35 (1988) (hodrihat garbage bags containing
evidence of narcotics placed on a curb for citypgge collection were abandoned and were
therefore not protected by the Fourth Amendment).

%8 |d. at 40-41. The Court stated:

It is common knowledge that plastic garbage bafjsole or at the side of a public
street are readily accessible to animals, childsaavengers, snoops, and other
members of the public . . . Moreover, respondefasau their refuse at the curb for
the express purpose of conveying it to a thirdypdtte trash collector, who might
himself have sorted through respondent’s trasheanitted others, such as the police,
to do so.

Id.; see alsaJoh,supranote 35, at 865 (detailing courts’ evolving defimi of abandoned
property under the Fourth Amendment).

%% SeeJoh,supranote 35, at 865.

40 SeeJoh,supranote 35, at 865see, e.g.State v. Wickline, 440 N.W.2d 249, 253 (Neb.
1989) (finding that police did not violate a defantls Fourth Amendment rights when they
tested the DNA contained on one of multiple cigaréutts that the defendant had smoked at
a police station and left behind at the statiorfjhdugh the Defendant iWickline intended
for his cigarette butts to be discarded when he fivashed smoking, the Court held that,
because the cigarette butts were abandoned, theddNt&ined on the cigarette butts was also
legally abandonedd.

41 SeeJoh,supranote 35, at 865.
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reasonable expectation of privacy, allowing polioeaccess not only abandoned
items, but DNA left on these iterfis.

With courts’ reluctance to expand Fourth Amendngotections to DNA left on
abandoned items, and trending toward affording DdWAdiscarded items no more
protection than the discarded items themselveapjitears that “[w]ith abandoned
DNA, existing Fourth Amendment law appears notgplg at all.”*® With a lack of
Fourth Amendment protection for abandoned DNA, sitimperative that state
legislatures adopt legislation to protect residémts privacy infringement&?

Ill. PROBLEMSRESULTING FROMDNA THEFT

DNA is everywheré® From chewing gum, to a strand of hair, to a flakskin,
to saliva left on a discarded can, people leaveesa@f their DNA in various forms
and locations on a daily baéfs Advancements in technology have caused decreased
prices and increased availability of various fomfi$NA testing?’ thereby eroding
individuals’ DNA privacy?® The phenomenon of DNA theft has created many
problems for individuals, as well as society as laol, making it increasingly
difficult for personal and private information ttag private, while new technology

42 SeeElizabeth E. JohDNA Theft: Recognizing the Crime of NonconsensteieBic
Collection and Testing91 B.U. L. Rev. 665, 696 (2011) (stating that courts’ definition of
abandonment under the Fourth Amendment providepratection from DNA theft). Joh
posits that the government should adopt DNA thegftdlation in order to better define DNA
theft and provide protection from DNA theft for DNtAat has been shed involuntarilg.

43 Joh,supra note35, at 865.

44 SeeMark A. RothsteinGenetic Stalking and Voyeurism: A New ChallengBrivacy,
57 U.KANs. L. ReEv. 539, 561 (2009) (quoting Justice Brandies indissent in Olmstead v.
United States, 277 U.S. 438, 471-85 (1928) (Bramdki dissenting), (expressing his belief
that the Fourth Amendment should change with theedi stating “[t]ime works changes,
brings into existence new conditions and purposeserefore a principle to be vital must be
capable of wider application than the mischief whi@ave it birth”).

4 |d. at 539 (noting that DNA theft has led to many isswdth safety and privacy,
particularly genetic stalking. Genetic stalkinghdead to the public disclosure of genetic
information, such as illness, paternity, and amgestebsites such as www.celebrity
genetics.com publish private genetic informationulcelebrities, athletes, and politicians for
a small fee. Rothstein suggests that this pubtinati genetic information is akin to blogs and
tabloids, allowing the public to purchase privat®irmation about public figures. The website
even features a “DNA Wanted” section, which liste hames of hundreds of celebrities and
public figures whose DNA the site is seeking, dffgrto pay a collection fee to anyone who
submits the celebrity’s first DNA sample).

46 SeeXinhua, New Method Found to Fight DNA The@®LoBAL TIMES (Aug. 20, 2009),
available at http://news.xinhuanet.com/english/2009-08/20/conteh916723.htm
(explaining how anyone can obtain artificial DNAedto the simplicity of DNA tampering).
Only simple technology is required to implant DN#d blood, giving the sample an entirely
new profile.ld. Researchers have been working on developingtamythat can distinguish
between genuine blood samples and those that leretbmpered withd.

47 See Rothsteinsupranote 44, at 541see alsoXinhua,supranote 46.

48 SeeMintz, supranote 16:see alsdRothsteinsupranote 44, at 540.
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continues to provide new ways to infringe upon DNAvacy’® This section
explains several of these problems.

A. Privacy Infringement

Recent technological developments have createdtdweconsumer testing sold
in drugstores and over the InterAt. This testing provides extremely personal
genetic information without requiring the DNA hastknowledge or conserit.
These tests, “with prices well into the recreatlaarad hobby budget range, provide
the most personal, private and unchangeable intismaossible about your? A
lab can test for genealogy and ancestry for jus69%land run a genetic
predisposition test for twenty-five health condiisoand diseases for $2%9.

Consequently, individuals’ privacy is threatened jiast a few hundred dollars
and a trip to the local drugstore, or by loggingoothe Internet® As was the case
for Steve Bing’® genetic information is often published to thirdjEs>’ Without
legislation criminalizing DNA theft, individuals naot protect or shield their genetic
information from the public sphere and are lefthwiio recourse once such privacy
rights have been violated. Kathy Hudson, the forhesrd of the Genetics and Public
Policy Center? explained that individuals should be afforded aciy in their own
DNA as a basic right, “[jJust as we have a righetgect that relatives, neighbors, or

4% SeeMintz, supranote 16.

%0 SeeJoh, supra note 42, at 683 (stating that DNA theft should reeognized as a
criminal offense)see alsdRothsteinsupranote 44, at 540-41.

51 SeelJoh,supranote 42, at 673.

52 Mintz, supranote 16 (stating that the threats to privacy fidMA theft are extremely
severe).

3 See Products and PricingsamiLy TREEDNA.com, www.familytreedna.com/products
.aspx (last visited Nov. 30, 2011) (detailing a poemensive list of pricing for genetic testing
including: genealogy and anthropology testing, farfinder for close genealogy testing, and
other DNA testing).

54 See Genetic Predisposition DNA Test in the US®y-DNA.coM, www.easydna.com
/genetic-predisposition-dna-testing.html (last teidi Oct. 15, 2011) (offering tests for lupus,
grave’s disease, celiac disease, multiple sclerg@seriasis, aneurysm, arterial fibrillation,
heart disease, peripheral arterial disease, vetimomboembolism, muscular degeneration,
Alzheimer's disease, osteoarthritis, rheumatoidhréis, obesity, migraine, type 1 diabetes,
type 2 diabetes, bladder cancer, breast canceasrexthl cancer, gastric cancer, lung cancer,
prostate cancer, and skin cancer).

%5 SeeEasy-DNA.cowm, supranote 54.
56 See One for you, Philip Marlowsupranote 1.
57 SeeRothsteinsupranote, 6 at 570.

%8 See OverviewGENETICS & PuBLIC PoLicy CENTER, http://www.dnapolicy.org/about.o
verview.html (last visited Jan. 18, 2012). The Girse& Public Policy Center was created at
Johns Hopkins University in 2002 by Pew Charitabtasts with a goal of creating public
awareness of genetic medicine’s effects, includivgy Center's concerns with the effects of
DNA theft. Id.
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even strangers can’t poke through our medical dscarithout our permission, we
should have a right to expect that people can’oprtbrough our genes?

Unlike medical researchers, whose primary goals 6€dntaining genetic
information involve medical research and developmenivate individuals often
seek others’ genetic material for personal or namyetreasons’ Individuals’
unrestricted access to others’ DNA can lead toeisswith genetic stalking, which
has particularly become an issue for celebritied pmblic figure® Genetic
stalking has led to the publication of personalegierinformation over the Intern4.
Individuals may go as far as to sell others’ genétformation® or even use the
results of DNA testing, such as paternity or genptiedispositions, as blackméil.
As a result, a person’'s own private DNA informatioan be used against that
person, although the individual did not consentdtiection or testing of that DNA
in the first place. As exemplified in the variausks associated with the publication
of DNA information to third parties without an indlual’s consent, DNA testing
provides the ability to access the most personakfie information about others
without their knowledge and publish it to anyoneyiolation of personal privacy.

DNA theft threatens not only privacy from the publsphere, but also
individuals’ privacy with respect to themsel%®by denying individuals the ability
to shield themselves from knowledtfeMany do not “want to find out about genetic
propensities to develop incurable diseases owtanf that this discovery will [cause]
. . . hopelessness, depression, or even suilfdeEven in the event of receiving
positive news, such as learning the sex of a bpbgple often consciously choose
not to know the results of medical testing. Whepeason obtains and publishes
another’s genetic information without that indivads prior consent, that individual

%% SeePeter Aldhous & Michael RiellyHow My Genome was Hackedew SCIENTIST 8,
8-9 (March 28, 2009).

0 SeeBregman-Eschesupranote 12, at 11-12 (stating that the private sestprimary
goals in obtaining samples of others’ DNA are eab personal and financial gains, often at
the expense of others, unlike the public and nafitpsectors, whose primary goals are
‘increasing the public welfare’ through medicalgasch).

51 SeeRothsteinsupranote 6, at 10 (discussing genetic stalking andri#sg websites
used to publish private DNA information obtainecbtigh DNA theft).

52 SeeRothsteinsupranote 6, at 10.
8 SeeRothsteinsupranote 6, at 10.
54 SeeJoh supranote 42, at 680.

% SeeJoh supranote 42, at 680.

% SeeMintz, supranote 16.

57 SeeJoh, supranote 42, at 681-82 (positing that individuals demied their right to
personal privacy when they are not protected froMADthieves publishing genetic
information, thereby depriving them of their rigiot be unaware of their predispositions or
diseases). Although this form of publication does publish private genetic information to
the public, Joh suggests that it is equally asatleréng to individuals’ privacy. Jolsupra
note 42, at 681-82.

% Joh,supranote 42, at 682.
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is thereby denied the right to choose which infdromathey will learn about their
own health or ancestfy.

Recognizing these risks associated with acce®3NA testing, California has
attempted to protect individuals from accessingrimiation about their own DNA,
even with their own consefft. California issued cease and desist orders ttedhir
private companies prohibiting private labs from \pding individuals with
information about their own DNA, due to Califorrsatoncerns with accuracy and
utility of such testd! It is clear that access to genetic informatioredtens the
privacy of individuals, and the list of threats tHaNA theft poses appears to be
ever-expanding?

B. Genetic Discrimination

Beyond providing private genetic information to theblic, DNA theft creates
potential problems with discriminatidA.Employers, insurance companies, health
care providers and other organizations may use DdNdiscriminate when making
important decision§! Recognizing this thredt, Congress passed the Genetic
Information Nondiscrimination Act of 2008 (“GINA™> GINA purports to prohibit

59 SeeHARRIET A. WASHINGTON, DEADLY MONOPOLIES203 (2011) (“[tloday, genetic tests
can screen for four hundred conditions, from cyfimsis to Down'’s syndrome to sickle-cell
disease and Huntington’'s chorea. But there areffective treatments or cures for some
conditions, calling the usefulness and advisabdftjesting for them into question”).

° SeeLee Silver,California Thinks It's Dangerous for You to Lookaur Own DNA
ScieNCE 2.0 (June 22, 2008, 5:12 PMyyailable athttp://www.science20.com/challenging
_nature/california_thinks_its_dangerous_for_youldok at your_own_dna. Silver posits
that this policy is excessive and over-reachingdulmits that California is validly concerned
with the accuracy and reliability of many DNA testinducted by labs that are unaccredited.
Id.

" SeeSilver, supranote 70.
2 SeeSilver, supranote 70.

3 SeeKathy L. Hudson, M.K. Holohan, & Francis S. CoflirKeeping Pace with the
Times- the Genetic Information Nondiscriminatiort 82008 358 New ENGL. J. MED. 2661
(2008), available at http:www.nejm.org/doi/full/wo.1056/NEJMp0803964 rgpiding a
“quick guide to GINA” but pointing out what “GINA@ks not do” and the shortfalls of the
Act, particularly other discriminatory uses of ggaenformation and ways that employers
and insurance carriers are able to maneuver arGliN4 regulations).

" SeeHudson, supra note 73; sealso Lee, supra note 4 (discussing the additional
discrimination risks by money lenders and auto iesuto individuals with genetic indicators
found in “high-risk” individuals, although thesentkencies may never be realized).

s SeeMelissa E. BeyerThe Genetic Information Nondiscrimination Act: Reaing
Privacy and Ensuring Fairness in Health InsurancedaEmployment Practiceg2008),
available athttp://www.kentlaw.edu/academics/plel/Beyer%2@#620place%20winner%20
2008-09%20LWJC.pdf (last visited Nov. 25, 2011)v@ahting for GINA, positing that GINA
will prove to be the best solution for many citisesoncerns regarding threats of potential
insurance and employment discrimination based oetieinformation).

8 SeeBeyer,supranote 75, at 28 (statinthat GINA purports to prevent employers or
group health insurers from discriminating basedgenetic information by preventing these
institutions from requesting or requiring that argm® undergo genetic testing and bars
employers from making employment decisions (hirorgfiring) and group health insurers
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employers and health insurers from discriminatiagdadl on genetic information by
preventing them from requiring genetic testing mnf making any employment or
insurance decisions, such as raising health insaransts or determining terms or
conditions of employment, based on genetic infoilmmet’ Although it has been
called the first civil rights legislation enactea the 21st centur{’ as many have
noted since the adoption of GINA in 2008, numergeasetic discrimination issues
remain unsolved by this federal legislatidn.

First, while GINA applies to group health insurensd employers, it does not
cover other institutions such as life insuranceaklility insurance, long-term care
insurance, or automobile insurance carrfférsGINA also only applies to group
health insurers and employers in limited situati@ri8INA does not cover members
of the military® Additionally, previously diagnosed genetic cormti or diseases
are not protected under GINA, leaving employer® fte discriminate based on
individuals’ past or current health stafiisOnce a genetic condition is no longer
asymptomatic, meaning the condition has manifeissedf in some detectable form,
a health insurance company may decline to renemdiaidual’s health insurance
policy or increase the policy rat&s.

from making health coverage decisions based ontigeiméormation); see Rothstein,supra
note 44, at 562 (stating that it took a diffictirteen-year battle in Congress before GINA
was enacted).

" SeeRothstein,supra note 44, at 562-63 (citing GINA § 2(5), stating ttt@ongress
found that GINA “is necessary to fully protect theblic from discrimination and allay their
concerns about the potential for discriminatiorréy allowing individuals to take advantage
of genetic testing, new technologies, research nemdtherapies”).

8 SeeJoh,supranote 42, at 686.
® Seeloh,supranote 42, at 686.
8 Seeloh,supranote 42, at 686.

81 Beyer, supra note 75, at 28 (GINA does not apply to symptomagienetic
predispositions and employers are often able taiolgenetic information when they request
medical information from doctorsdpe alsdMark A. RothsteinGenewatch: GINA's Beauty is
Only Skin DeepCouNnciL FOR RESPONSIBLEGENETICS www.councilforresponsiblegenetics.
org/GeneWatch/GeneWatchPage.aspx?pageld=184 {$sdvNov. 30, 2011) (arguing that
GINA, at best, is a small step in the right direstioward remedying genetic discrimination).
Rothstein states that advocates of genetic righdsfairness should continue to advocate for
legislation to protect individuals from the use g#netic information for employment and
insurance discriminationd.

82 SeeBeyer,supranote 75, at 31.
83 Beyer,supranote 75, at 32.

84 SeeRothsteinsupranote 44, at 563 (stating that once an individwdmes ill, health
insurance companies are free to discriminate agaimsndividual without violating GINA).
GINA § 102(b) states that once there has been afestation of a disease or disorder, this
discrimination is allowed. Rothsteiaupranote 44, at 563. Rothstein is troubled by a laick o
definition of the term “manifestation of a diseaseid believes that insurance companies may
still become aware of a genetic conditions througprivileged genetic information when the
company would otherwise have no way of knowing altbe condition, thereby creating
additional avenues for genetic discrimination. Rtt,supranote 44, at 563.
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As insurance and employment are a vital part ef ilif the United States, it is
important that individuals are protected from genaiformation discriminatiori®
In order to save money on health insurance or $ave, employers could
potentially abuse DNA testing to pick only the hk&st employees who would
likely be least costly for insurance purpo8esAlso problematic is the fact that
genetic predispositions are only indicators of fatgenetic conditions and are not a
guarantee of future health problefhs. Employers and health insurers could
discriminate against an individual based on pubhgiyothetical information that may
never develop into a conditiéA. In essence, although the federal government has
attempted to address discrimination based on geimétirmation by enacting GINA,
many discrimination risks in employment, insurara®erage (including health,
long-term coverage, disability coverage, life irswe, and automobile coverage,
among others), and in receiving benefits remaimgelst unprotected from the
various dangers associated with genetic discriran&t

C. Paternity Testing

DNA theft affects not only the individual from whothe DNA was stolen but
also the individual’s family when DNA is used fortprnity testing® With
developing technolog¥, an expensive blood test is no longer necessatgtermine
the identity of a child’s fathef. A simple test from a professional lab or a shapt t
to a drugstore can reveal whether a man is a shiather, potentially turning a
family upside down in as little as two da¥/s.Beyond just paternity, DNA testing

8 Rothsteinsupranote 44, at 563.
8 Rothsteinsupranote 6, at 361.
87 Rothsteinsupranote 6, at 477.
8 Rothsteinsupranote 6, at 477.

8 SeeNancy Lee Jones & Amanda K. Saragenetic Information: Legal Issues Relating
to Discrimination and PrivagyCONGRESSIONALRESEARCHSERVICE (Mar. 10, 2008), http://as
sets.opencrs.com/rpts/RL30006_20080310.pdf (pmogidan overview of genetic privacy
laws and a comprehensives list of the current laii; enacted by the states); Rothstein,
supranote 44, at 563.

% SeeJoNel Aleccia,Who's Your Daddy? Answer's at the DrugstoNBCNews.COM
(May 23, 2008, 1:40:38 PMgvailable athttp://www.msnbc.msn.com/id/23814032/ns/health
womens_health/t/whos-your-daddy-answers-drugstof@toviding examples of three
individuals whose lives were impacted by the useaternity testing, all from take-home
paternity testing purchased from a drugstore fateur$30). Aleccia suggests that the sale of
DNA tests in drugstores presents many accuracyediidal concerns, such as “fraud and
deception.”ld. Michael Watson, the executive director of the Aican College of Medical
Genetics, estimates that somewhere between fivdeangdercent of the paternity testing that
he has conducted has yielded results proving tiegptesumed father was not the actual father
of a child.ld.

91 Andrew PollackBefore Birth, Dad’s ID N.Y. TIMES (June 19, 2012pvailable athttp
J/lwww.nytimes.com/2012/06/20/health/paternity-lletests-that-work-early-in-apregnancy.h
tml?page wanted=all&_r=0.

92 SeeAleccia,supranote 90.

9 SeeAleccia,supranote 90.
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can also reveal maternity, grandparentage, sitfipgswin zygosity, and other
family-related informatiof?? The cost of these tests has sharply decreaseging
from just $30 to $89 for take-home paternity t&sts around $300 for professional
lab-run DNA tests? making paternity testing extremely affordable andessiblé’
While the availability of paternity testing has eeal benefits, such as comfort to
a family or discovery of long-lost biological redlats, it also brings many issues
involving privacy and family disordéP.Issues have arisen with accurdtgpnsent,

% See Testing ServiceBNA DiAagNosTICS CENTER, http://www.dnacenter.com/dnatest
ing.html (last visited Feb. 5, 2012) (listing foeeh genetic tests, including maternity,
paternity, prenatal paternity, grand parentagep&oio, sibling ship, child identification, twin
zygosity, and DNA profiling tests). These teste awailable with a variety of samples,
including paternity testing conducted with or witlhdhe mother and grand parentage testing
with our without the presumed parentd. For some tests, such as home DNA paternity
testing and legal DNA paternity testing, resulte awailable the next dayd. Other test
results are available after two to nine workingy.

% Seeldentigene DNA Paternity Test Collection KIMALGREENS www.walgreens.com/st
ore/c/identigene-dna-paternity-test-collectionikityprod4202920-product (last visited Feb.
5, 2012);see alsAleccia, supranote 90 (discussing the potential negative effe€ttake-
home paternity testing, such as inconsistency aaglkaof consent or knowledge required of
the father, potentially leading to devastating &Bdor children and their families).

% SeeMintz, supranote 16 (discussing low pricing of DNA testing rimaksuch testing
available to nearly anyone).

7 See Aleccia, supra note 90 (quoting Douglas Fogg, chief operation officar f
Identigene, one of the least expensive take-hontermity test manufacturers, stating that
“[e]veryone is purchasing these tests because rénegurious”). Fogg predicted that
Identigene would sell around 52,000 paternity téstshe first year of its product’s sales
alone. ldentigene products are available at dougst such as Walgreenid.; see generally
Melanie Swan,Multigenetic Condition Risk Assessment in DireeGtmsumer Genomic
Services12 GNETICS INMED. 279, 279 (2010) (discussing availability of dirém-consumer
DNA testing and its effects on genetic privacy).waf provides a comprehensive chart
displaying the various types of DNA testing avdiato consumers and their codt$. Swan
notes that, as of 2009, companies providing DNAingsoffered testing for a total of 213
genetic conditiondd. The most common testing offered by these companigudes testing
for colorectal cancer, type 1 diabetes, type 2etiedy glaucoma, lung cancer, prostate cancer,
heart attack, obesity, multiple sclerosis, and nh&toid arthritis.Id. When Francis Collins,
director of the National Institute of Health, ssamples to three direct-to-consumer genomic
companies, she received a different result fronh eammpany.ld. One company assessed
Collins at high risk, one at average risk, and heott low risk for the same conditiolal.
Swan suggests that these differing results arprb@uct of each direct-to-consumer company
assigning different values to different risk indma. Id.

9% SeePeter Aldhous & Michael Reillywho is Testing Your DNANEWSCIENTIST, Jan.
2009, at 9, 11 (discussing the unreliability ofules from take-home DNA testing, processed
at labs which are not accredited, particularly patg tests).

% There are both federal and state regulationsictésty the admissibility of DNA
evidence. Federal law mandates quality assurdandards for laboratories conducting DNA
testing and databasing, including the use of amedited laboratory, quality assurance, and
many additional standardQuality Assurance Standards for DNA Databasing lratmries,
FED. BUREAU OF INVESTIGATION, (2009), available at http://www.fbi.gov/aboutus/lab/codis
/gas_databaselabs (last visited Jan. 18, 2012).aFoomprehensive list of federal DNA
databasing standards pursuant to 42 U.S.C. § 14D8@ult the Federal DNA Identification
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and family turmoil. John Taddie noted a problem#tend in his article entitleAll
Paternity Tests are Not Equala paternity test can impact the lives of its
participants and their families profoundly and panently, perhaps more so than
any other laboratory test results they will evetagb . . . patients often turn to the
Internet for help . . . [and] others just choose ldast expensive test they can find.
This can be a costly mistak®® Grave consequences can result from a faulty
paternity test, particularly those tests conducted non-accredited labs, and
consumers are not adequately warned about thénidlaal of these errors*

Equally as troubling as issues with inaccuracy atemity testing is the lack of
consent required by labs and take-home t8&t®aternity testing can be conducted
on gum, hair, or even a used Kleenex, requiringknowledge of the mother or
father!® This can become especially problematic during itd atustody or child
support battle when a mother or “doubtful dad"empted to send DNA samples for
testing to determine paternity® In light of the accuracy issues and the profound
impact such results may have on a family, an inldial’'s right to knowledge and
consent of paternity testing is particularly vita.

D. Security Risks

Lastly, DNA theft poses risks to individuals’ safeand security. With DNA
collection databases being used for identification federal®® and state law

Act; see alsothe Ohio Attorney General's website for informaticegarding Ohio’s
laboratory division and a list of authorized DNAb$ in the state of Ohio:
http://www.ohioattorneygeneral.gov/Law-EnforcemButieau-of-Criminal-Investigation/Lab
oratory-Division/Authorized-DNA-Labs.

100 seeJohn TaddieAll Paternity Tests are not EquaBookBrowsecom, 1 (July 22,
2010), available athttp://ebookbrowse.com/all-paternity-tests-are-eqtral-john-taddie-phd-
072310-pdf-d55869167 (noting that many paterniggstelo not require that participants first
ensure that the tested DNA sample is from the @edrparticipant and second that the person
conducting the paternity test is competent to ddesding to unreliable results.) These tests
are also troubling because they do not requirefamy of consent from the DNA hodt.

101 |d
102 geeRothsteinsupranote 44, at 540-41.

103 Rothstein,supranote 44, at 540-41. While issues often arise withck of consent to
paternity testing by fathers, paternity testing @dso be conducted without consent of the
mother, which can also be damaging for a familytipalarly during a custody dispute.
Courts enforce particular guidelines for genetstitey used as evidence of paternity in court,
including chain of custody requirements and theaissn accredited lathd. Courts may order
that a purported parent submit to paternity tesimthe event of a custody or child support
dispute.ld. Although they bear no legal weight in court, thekrect-to-consumer paternity
tests can still have devastating effects on famjilech as divorce, separation, or a parent’s
abandonment of his or her child or familg.

104 SeeRothsteinsupranote 44, at 540-41.
105 seeTaddie,supranote 100, at 1.

1% The DNA Fingerprint Act of 2005 provides that tfegleral government may collect
DNA samples from any person who is arrested. 42 .@.S§ 14135a(a)(1)(A)
(LexisNexis2013). This DNA is then stored in a fied®NA database, which is accessible to
both federal and state agencies. 42 U.S.C. 8 14483%A) (LexisNexis 2013).
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enforcement agencié¥, including Ohio law enforcement® DNA has become a
source of identification, much like fingerprintiny. The federal government
maintains both genetic databases and biob#fikEhe US National Pathology
Repository of the Armed Forces Institute of Patbgle@urrently has the largest
collection of blood and tissue samples in the courtolding more than 92 million
human tissue samples collected since 1864Both federal and state governments
also maintain DNA databases used for criminal idieation."*?

Aware that DNA is now a primary source of crimindentification, some
criminals have begun to take advantage of thistifiestion method, and “several
instances have been reported where criminals hirdeol or tampered with DNA
evidence, or paid inmates to take DNA tests as yafaonfusing investigators or
evading prosecution:*® Criminals also intentionally plant DNA evidence aime
scenes to mislead investigators and have learmneddbest avoid leaving their own

107 seeJennifer LynchRapid DNA: Coming Soon to a Police Department omlgration
Office Near YouELECTRONIC FRONTIER FOUND. (Jan. 6, 2013), https://www.eff.org/deeplinks
/2012/12/rapid-dna-analysis (last visited May 231 2).

1% SeeOHIO Rev. CoDE ANN. § 2901.07 (LexisNexis 2011),H® Rev. CODE ANN. §
2152.74 (LexisNexis 2011). The Ohio criminal DNAtalzase legislation mandates DNA
collection for anyone who is incarcerated, regasllef whether the individual is eventually
convicted of an offense. b Rev. Cobe ANN § 2901.07 (LexisNexis 2011);H® REev.
CoDEANN 8 2152.74 (LexisNexis 2011). The DNA sample iptke a DNA database. o
Rev. CobE ANN 8§ 2901.07 (LexisNexis 2011);H® Rev. CoDE ANN § 2152.74 (LexisNexis
2011). This Note does not address concerns ragaitiie constitutionality of the State’s
collection of DNA for criminal purposes.

109 See Joh, supra note 35, at 869 (concluding that DNA, like fingenps, provides
identifying information). Joh also discusses tifeetences between fingerprinting and DNA
testing.ld.

110 seeBregman-Eschesupranote 12, at 14.
111 Bregman-Eschesupranote 12, at 13.

112 Bregman-Eschesupranote 12, at 16 (these DNA databases were firdtosized by
the DNA Identification Act of 1994, which authorizehe FBI to establish a national DNA
database system called CODIS, the Combined DNAtifitstion System). This system also
allowed states to develop their own DNA databaselsagcess other states’ and national DNA
information.ld. Regardless of whether a person is convicted airae, the government is
entitled to collect, analyze, and store DNA of gyson either charged with or arrested for a
crime.ld.; There are many concerns about the constituiiynafl these DNA databases. This
Note does not address these conceBes. generallBergman-Eschesupranote 8 (detailing
an analysis and discussion of the constitutionalitthese DNA databases).

113 geeTania Simoncelli & Sheldon Krimskyd New Era of DNA Collections: At What
Cost to Civil LibertiesAM. CONSTITUTION SOC'Y FOR LAW AND PoLicy, 17 (2007),available
at http://www.councilforresponsiblegenetics.org/pagedments/PG6 T8WPI4A.pdf (stating
that the use of DNA evidence for criminal identfiibn comes at the cost of many civil
liberties). The more broad discretion the State thasbtain and test DNA, the more likely
innocent individuals will be charged with crimesthhey did not commitSee generally2
U.S.C. § 14135a(a)(1)(A) (LexisNexis 2013).
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DNA behind™* The government often does not catch this behaaat innocent
individuals have been charged with crimes due i®BINA evidence tamperint®

In other instances, DNA thieves tamper with DNAipgsa process called “whole
genome amplification,” whereby they are able teediood a new profile with fairly
basic equipmenit® The properties of DNA can be changed to misleadstigators
attempting to identify criminals in their criminadvestigations. When sent a blood
sample that had been tampered with, a U.S. FBIn&iceteam failed to catch the
irregularity*’ Given the government's increased reliance on DNidlence for both
the conviction and acquittal of criminals, genomepéfication is a severe threat to
safety and justic&®

Thirdly, the use of genetic information as idectfion has created a new form
of identity theft: genetic identity theft® Previously, identity theft meant that a
criminal took personal data, such as bank accafatrnation, a license number, or
maybe even a social security numB8(This new form of identity theft is far more
personal” This type of theft has “consequences perhaps evae dramatic and
unsettling than financial losses because of thegmai and intimate violation. And
it's not coming soon. It's already here, thankghe plummeting cost of genomic
technologies*? Genetic identity theft delves far deeper into amlividual's
personal information than simply a social securitynber; genetic identity theft
includes physical characteristics and genetic makauar more egregious violation
of privacy. Without legislative protection agaifd3NA theft, people’s safety and
security are left defensele¥s.

114 seeSimoncelli & Krimsky, supra note 113 (stating that four men in Massachusetts
allegedly attempted to switch identity braceletsemhwhile in custody, authorities were
drawing blood for a DNA sample). The men weredteti on charges of DNA tamperirid.

115 SeeSimonelli & Krimsky,supranote 113.

116 See New Method Found to Fight DNA ThBfiorLEDAILY .com (Aug. 21, 2009, 1:23
PM), http://fenglish.people.com.cn/90001/90781/9@8785530.html; see generally, Im
PETRO & NANCY PETRO, FALSE JUSTICE EIGHT MYTHS THAT CONVICT THE INNOCENT 205-11
(2010) (discussing the use of DNA evidence in miral trial and its impact on the accuracy
of convictions).

117 SeePeoPLEDAILY .cOM, supranote 116.
118 SeePeoPLEDAILY .COM, supranote 116

119 gseeAlan McHughen,Technological Advances Increase the Risk of Geridéatity
Theft 29 GENETIC ENG'G & BIOTECH. NEWS 14 (AuG. 1, 2009) (noting the irony that “you,
sleeping soundly knowing your financial informatiemsecure, may not even know you've
been a victim of genetic identity theft”). Nosegighbors or anyone with a few hundred
dollars to spare is capable of learning about yberitage and much more, thanks to
technological advances. These advances all stenfroed the original Human Genome
Project, which cost $3 billion to sequence a hugemomeld. Today, such sequencing costs
$48,000. Id. Much more affordable, however, are DNA testsdtingy specific information,
making genetic identity theft a real and curremtybem.id.

120 Id
121 Id
122 Id

123 Id
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IV. DNA THEFTLEGISLATION

There is no national regulation of DNA thé#. States have begun to address the
growing problem by adopting DNA theft legislatitfi. Eight states, Alaska, Florida,
New Jersey, New York, Oregon, Minnesota, New Harnpshnd New Mexico have
adopted legislation, five of whi¢ff have criminalized DNA thef?’” New Mexico,
New Hampshire, and Minnesota’s legislation defingADtheft as a civil action®®
Massachusetts has each passed, and Californiaemdoxit has proposed, a Genetic
Bill of Rights**°

Of the five states that have criminalized DNA thefflaska’s statute is
considered the most comprehensive and seéveralaska’s statute provides:

(a) A person commits the crime of unlawful DNA ealtion, analysis,
retention, or disclosure if the person knowingljlexis a DNA sample
from a person, performs a DNA analysis on a sanmptajns a DNA
sample or the results from DNA analysis, or disetothe results of a
DNA analysis in violation of this chapter.

(b) In this section, “knowingly” has been the me®ngiven in

AS 11.81.900%

(c) Unlawful DNA collection, analysis, retention; disclosure is a class
A misdemeanot*?

124 seeHammerschmidtsupranote 5.
125 geeRothsteinsupranote 6, at 560.
126 These five states are: Alaska, New Jersey, New,Ydorida, and Oregon.

127 SeeALAsKA STAT. § 18.13.030 (LexisNexis 2004ee alsdN.J.STAT. ANN. § 10:5-45,
N.J.STAT. ANN. 8§ 10:5-49 (West 1996%ee alsd\.Y. Civ. RIGHTs § 79-L (West 2011)see
alsoFLA. STAT. ANN. § 760.40(2)(b) (West 20119ee alsdOR. Rev. STAT. ANN. § 192.543(2)
(West 2011).

128 SeeN.M. STAT. ANN. § 24-21-1 to 24-21-7 (West 201%ge alsd\.H. REv. STAT. ANN.
8 141-H:1-6 (West 2011%ee alsdVIINN. STAT. ANN. § 13.386 § 4 (West 2011).

129 seeHuber,supranote 19 (intending to protect individuals fromditers’ use of genetic
information for marketing or determining individsalkreditworthiness). The Bill of Rights
also states that genetic information is exclusivbly property of the host from whom the
genetic material is obtained and states that iddafis must obtain express consent from an
individual to obtain his or her DNAd. The States’ Genetic Bill of Rights proposes baittl
and criminal penalties for DNA thefd.

130 Seel ee, supranote 4;seeJoh,supranote 42.
131 ALaska STAT. ANN. § 11.81.900(a)(2) provides that:

a person acts ‘knowingly’ with respect to conductma circumstance described by
a provision of law defining an offense when thesperis aware that the conduct is
of that nature or that the circumstance exists;nkmwledge of the existence of a
particular fact is the element of an offense, #raiwledge is established if a person
is aware of a substantial probability of its exi&te, unless a person actually
believes it does not exist; a person who is unawamnduct or a circumstance of
which the person would have been aware had thabperot been intoxicated acts
knowingly with respect to that conduct or circumsia.

ALASKA STAT. ANN. § 11.81.900(a)(2) (West 2011).



366 JOURNAL OF LAW AND HEALTH [Vol. 26:349

A violation of this provision is a Class A misdemeg, punishable by up to one
year imprisonment?® Alaska’s statute is the most comprehensive arfectife
statute because it punishes an individual for takamy part in a DNA theft
violation®* For example, a person who publishes the resultanother's DNA
testing without prior informed consent is liable ONA theft, even if he did not
obtain the DNA sample or have that DNA sample t5t&This heightened standard
holds individuals criminally liable for any breacli genetic privacy by treating an
action at any stage in the process of DNA theftaasommission of the entire
crime®® This Alaska law serves as a deterrent for anyréuttiolation of DNA
privacy, as individuals may fear that even recejimformation regarding another’s
DNA may expose them to criminal liability for DNAeft*’

Similarly, DNA theft in Florida is considered a dirdegree misdemeanor,
punishable by imprisonment not exceeding one yedioa a fine not exceeding
$1,000'* However, Florida’s definition of DNA theft is nais comprehensive as
Alaska’s. Florida’s statute defines DNA theft toclide only the testing and
publication of genetic information and fails to aefss the collection of DNA®
While a person obtaining collected but untested DidAarguably harmless to the
DNA host, a person may be able to escape liabjtgmploying another individual
to have the DNA testeld® A comprehensive statute like Alaska’'s better seree
deter DNA theft in the first place by punishing atitors involved in the process,
thereby creating a heightened liability for anyi@ttresulting in DNA theft**

New Jersey’s criminal DNA theft statute provides fogressive punishment
ranging from six months imprisonment and/ or a fofeup to $1,000 to one year

132 See ALASKA STAT. ANN. § 18.13.030 (West 2011kee alsOALASKA STAT. ANN. §
12.55.135 (West 2011) (stating that a defendanvicted of a class A misdemeanor may be
sentenced to imprisonment for no more than one year

133 Meaning that Alaska’s statute defines DNA thefttkess unlawful collection, analysis,
retention, or disclosure of DNA material and testults;seeALASKA STAT. ANN. § 18.13.030
(West 2011)see alSOALASKA STAT. ANN. § 12.55.135 (West 2011).

134 ALASKA STAT. ANN. § 18.13.030 (West 2011)
135 ALASKA STAT. ANN. § 18.13.030 (West 2011)
136 ALASKA STAT. ANN. § 18.13.030 (West 2011)
137 ALASKA STAT. ANN. § 18.13.030 (West 201.1)

138 SeeFLA. STAT. ANN. § 760.40 (2)(a) (West 2011) (stating that “DNAabysis may be
performed only with the informed consent of thesperto be tested, and the results of such
DNA analysis, whether held by a public or privatdity, are the exclusive property of the
person tested, are confidential, and may not belatied without the consent of the person
tested”).

139 SeeFLA. STAT. ANN. § 760.40 (West 2011).

140 A person may attempt to escape liability by hgvithers do the dirty work, or legally
punishable portion of DNA theft. For instance, was the case with Steve Bing, Kirk
Kerkorian hired Anthony Pelliciano, a private intigator, to dig through Steve Bing’s
garbage and obtain Bing’s dental floSeeOne for you, Philip Marlowe, supnaote 1.

141 see generallyN.Y. Civ. RiGHTs (West 2011) (devoid of any regulation of or
punishment for the collection of DNA samples).
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imprisonment and/ or a fine of up to $5,000. The statute defines DNA theft as
“obtaining genetic information from an individuat &'om an individual's DNA
sample.*® This definition is somewhat broad and fails tal@ds the many steps
involved in DNA theft, as set forth by the Alaskiate statuté?* Like Florida’s
statute, New Jersey’'s does not fully encompass dtme of DNA theft in
accordance with the Alaska state statite Additionally, New Jersey’s legislation
provides an exception for “anonymous research wtierédentity of the subject will
not be released,” along with other exceptions, mc#y creating loopholes in
enforcement’®

New Mexico, New Hampshire, and Minnesota define DMwft as a “civil
wrong,”™*" allowing only injunctive and equitable rel&f

The Massachusetts Genetic Bill of Rigftsattempts to address some of the
discrepancies with the federal Genetic Informafdomdiscrimination Act of 2008.
The Bill of Rights maintains that genetic mateisatonsidered real property and that
an individual has the right to assert ownershiprdve own genetic material and
information relating to that materi&i’ The Bill also states that institutions providing
health care, life insurance, long-term care insteandisability insurance, auto
insurance, financial institutions, and coverage dmhefit providers may not
discriminate based on any genetic information,nratiempt to address the problems
most often noted by critics of GINA as lacking geémeliscrimination protectior>*
Individuals may seek relief under the Biflfrom any individual who violates the

142 SeeN.J.STAT. ANN. § 10:5-49 (West 2011).
143 1d.

144 1d.; see alsOALASKA STAT. ANN. § 18.13.030 (West 2011).

145 N.J. STAT. ANN. § 10:5-49 (West 2011ee alsoALASKA STAT. ANN. § 18.13.030
(West 2011).

146 SeeN.J.STAT. ANN. § 10:5-45 (West 2011) (this anonymous researchkspeare than
medical research and diagnostic DNA testing, buy @ used by an offender to avoid
liability for DNA theft by claiming that the DNA saple was anonymous).

147 seegenerally,Rothsteinsupranote 6.

148 SeeN.M. STAT. ANN. § 24-21-1 to 24-21-7 (West 201%ge alsd\.H. REv. STAT. ANN.
§ 141-H:1-6 (West 2011¥ee alsdMINN. STAT. ANN. 8 13.386 sec 4 (West 2011).

149 seeMass GEN. Laws ch.111 § 70G (West 201%ee alsdViass. GEN. Laws. ch.93A
§ 2 (West 2012).

150 Mass. GEN. Laws ch.111 § 70G (West 201Xee alsdViass. GEN. Laws. ch.93A § 2
(West 2012)see alsdMlintz, supranote 16.

151 See generallyjJoh, supranote 35;see alsoThe Massachusetts Genetic Bill of Rights
Section-By-SectigiTHE FORUM ON GENETIC EQuUITY (January 2011)vailable athttp://www.
councilforresponsiblegenetics.org/pageDocumentSBID4Z7B.pdf (last visited Jan. 19,
2012) (providing a section-by-section analysishef Massachusetts Bill of Rights, explaining
what the Bill states, who it protects, and the Mabsisetts legislature’s intended purpose for
adopting the section).

152 5eeTHE FORUM ON GENETIC EQUITY, supranote 151
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Bill, including possible equitable monetary reftét.in these respects, this Bill is
akin to the three states’ statutes defining DNAtthe a civil wrong.

Outside of the United States, several other coemthiave acknowledged and
addressed DNA theft. England, Wales, and NortHegtand passed the Human
Tissue Act in 2004, criminalizing DNA theft? In support of this legislation,
Baroness Helena Kennedy, chair for the Human Gex@ommission stated, “[w]e
are not saying that people are not entitled to 6ot who had fathered a child, for
example, but we are saying that it should be daitie pvoper authority and consent .

. People should be able to have some control dkieir personal genetic
information.”* Scotland passed its own Human Tissue Act in 2808nd Australia
has proposed DNA theft legislation, which wouldndnalize the nonconsensual
collection of DNA®*’

Germany's Parliament (the Bundestag) passed theaHu®&enetic Examination
Act in 2009 which prohibits genetic testing for employmentmses, insurance
coverage purposes, and prenatal diagridSisA violation of the Act and failure to
obtain consent is punishable by imprisonment of topone year or a fin&°
Internationally, countries are recognizing thatiwidlals must be provided with
statutory safeguards for their DNA and are begigrtim take action. Ohio should
look to not only other states’ legislation but ateointernational legislation as an
indicator of Ohio’s imminent need for DNA theft istation.

V. PROPOSEDDNA THEFT LEGISLATION FOROHIO

DNA theft presents a threat to individuals' privasafety, and security. As
technology develops, thereby making DNA testing aménipulation more
accessible, these problems will inevitably grow amgand'®* Therefore, the Ohio

153 SeeTHE FORUM ONGENETIC EQUITY, supranote 151

154 UK Human Tissue Act (2004) (c 30) (barring indivas from removing, storing, and
using others’ DNA without prior informed consentitlexcluding criminal investigations and
medical research).

155 SeeZosia Kmietowics,Government Should Outlaw Theft of DNA, Commissiays S
BriTisH MED. J. (May 25, 2002),available at http://www.ncbi.nlm.nih.gov/pmc/articles/
PMC1123205/ (discussing Great Britain's reasonspassing the Human Tissue Act and
outlawing DNA testing without informed consent)sflaisited Nov. 30, 2011).

1% Human Tissue (Scotland) Act (200@vailable athttp://www.legislation.gov.uk/asp/
2006/4/contents

157 SeeJoh,supranote 42, at 685.

1% The Human Genetic Examination Act is called thetdtsuchungen bei Menschen
(GenDG). The full text of the Act is availabletdtp://www.eurogentest.org/uploads/124723
0263295/GenDG_German_English.pdf (last viewed 18n2012).

159 |d.; see alsaloh,supranote 42, at 684.

180 SeeJoh,supranote 42, at 684. The Act was enacted in part @saltrof a court case in
which a man took his daughter's gum to prove tleatMas not her biological fathetd. The
German Federal Constitutional Court found thatghgernity test violated the child’s right to
privacy because it was conducted without her canserd the Court rejected the father’s
claim to reject legal responsibility of the child.

181 SeeJoh,supranote 42, at 673.
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General Assembly should pass DNA theft legislatioiminalizing DNA theft in
order to protect the privacy and safety of itsdeats.

While individuals leave traces of DNA behind, thego leave behind additional
genetic markers that are not protected by legtsiatuch as fingerprint§® Just as
with DNA, fingerprints are equally unique and cae hsed for identification
purposes but are not protected by legislatfdrOne might inquire, then, why an
individual's privacy rights in DNA should be proted by legislation when
fingerprints are not. In fact, the Ninth Circuiashheld that a blood sample is not
substantially distinguishable from fingerprinting ithe context of requiring a
convicted felon to submit to a blood sample rathan fingerprinting®*

However, there is a key difference between DNA fingerprints that warrants
additional protection for DNA: the amount of infaation beyond simply identifying
an individual that is available with DNA testihJ. DNA provides information such
as paternit}f® and genetic predispositions and health condititamsbeyond the
information provided by fingerprint§! In addition to identification information,
DNA contains personal data that, when misusedceaise family turmoil, personal
distress or depression, legal repercussions, anglogment and insurance
discrimination'®® A violation of an individual’s privacy in his DNAs vastly more
invasive than obtaining that individual’s fingemts without his prior consent. In
light of this heightened need for privacy, it ietefore imperative that this genetic
information be protected by Ohio legislation.

A. Why DNA Theft Should be Regulated by the States

Thus far, the federal government has taken nomttigrevent DNA theft® In
an attempt to prevent employment and insuranceidistation, Congress enacted
GINA.'"® However, GINA fails to address many employment dndurance

162 1d. at 698 (concluding that DNA, like fingerprints,opides identifying information).
However, Joh notes that DNA and fingerprints diffeseveral respectSeeid.

163 Id

184 geeRise v. State of Oregon, 59 F.3d 1556 (9th Cir95)9see alsdBregman-Eschet,
supranote 12, at 9 (discussing the differences betvgeeretic information and other types of
medical information, particularly fingerprints).

185 SeeBregman-Eschesupranote 12, at 9-10.
168 SeeAleccia, supranote 90.

167 SeeRothsteinsupranote 6, at 539-42.
168 Id

189 see Hammerschmidtsupra note 5. Fingerprints are not afforded special guion
under the law; they are considered abandoned fxopest as a can or cigarette butt thrown
in a public garbage would b&ee id Fingerprints may be similar in their absolutequra
nature and use for identification, but fingerpriks not provide the personal information
available in DNA.See id It can be argued, then, that individuals do rmieha reasonable
expectation of privacy in the fingerprints thatytHeave behind, whereas individuals would
have a reasonable expectation of privacy in the DMAch they leave behind, because a
reasonable individual would not expect that DNA tedmed on a discarded object would be
used for DNA testing.
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discrimination threats and does not address theermums other problems which
DNA theft creates’*

Due to the federal government’s inaction in prategtits citizens from DNA
theft, states have begun to enact laws to addnesgroblent.’ It is imperative that
states, particularly Ohio, build on this momentuna &nact legislation in order to
both prevent DNA theft and provide individuals wishmeans of protection once
DNA theft occurs.” With legislation in place, victims of DNA theft wiil be able
to file a claim with Ohio law enforcement and the&t8 can work to prevent the
offender from causing further damage to the victifmAs it currently stands, Ohio
residents have no valid claim with the State tosené damage resulting from DNA
theft if the DNA is taken from a discarded item pootected by law’®

B. Why DNA Theft Should be a Criminal Offense

Three states have attempted to address DNA trmfesswith civil sanction§?
In light of the serious risks posed by DNA thefiyilcsanctions are an inadequate
method of deterrencd’ Family stability, job and insurance discriminatj@rivacy,
and security are at risk when DNA theft is left unhed:’® Some have even
encountered genetic stalking and blackmatiihgand false criminal chargé®
These risks are too serious to treat lightly. Ofmiast address DNA theft head-on
and protect its citizens by criminalizing DNA théft order to “send[sic] a broader
normative message about the seriousness of thess kagenetic privacy:®*

While Ohio legislation protects Ohioans from théfio residents have no legal
protection from DNA theft® Many would argue that privacy in one’s DNA and
safety from security risks from tampering with DN# far more valuable than

170 seeHudson, supraiote 73 (describing GINA but stating that GINA maany shortfalls
and fails to adequately protect individuals fromnegic discrimination).

171 SeeHudson, supraote 73

172 gee Rothstein, suprote 6, at 560 (providing a list of states thatehamacted DNA
theft legislation and states that have enactedret@eBill of Rights).

178 SeeRothstein supranote6, at 560 (explaining why DNA theft is a growing problem).
174 SeeRothstein supranote6, at 560
175 seeHammerschmidtsupranote 5.

176 Seesupra Part IV (discussing the civil sanctions for DNA thémposed by New
Mexico, New Hampshire, and Minnesota).

177 SeesupraPart IV.

178 SeeRothstein supranote6, at 539-42 (claiming that DNA theft started il tH980s and
continues to proliferate today).

7% seeRothstein supranote6, at 539-42

180 geeSimoncelli,supranote 113, at 17 (Simcelli argues that DNA testiag led to false
criminal charges in some cases).

181 SeeRothstein,supranote 6, at 539-42 (arguing why criminal DNA thkfgislation is
necessary).

182 gee supréPart | (discussing the various states that haveteddegislation protecting
genetic information and noting that Ohio has natoted any legislation).
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tangible object$® In examining whether Ohio residents currently haveshould
have any recourse for DNA theft under Ohio law, mest first examine Ohio theft
law. Under current Ohio theft law, no person magwingly exert control over or
obtain either the property or services of anotfieheft is classified as a first-
degree misdemeanor, at minimum, which is punishiaplep to $1,000 and no more
than six months imprisonmeHt Unfortunately for Ohio residents, as current
common law categorizes DNA contained on discardechs as “abandoned” and
therelfg%re not protected under the law, theft lanevide no protection from DNA
theft.

As theft of property and services is classified ats least a first-degree
misdemeanor at minimum, DNA theft, a crime violgtia person’s privacy and
posing many risks to a person’s livelihood, shalkb be criminalized. Ohio should
adopt legislation to ensure that these interegtpastected, just as Ohio has done to
protect Ohioans’ rights to property and servicethws current theft legislation.

It is imperative that Ohio classify DNA theft ascaminal offense rather than
civil offense because injunctive and equitableefediften would prove to fall short of
preventing or remedying the possible issues stegitom DNA theft!®’ Because
DNA can be collected and tested without the DNAtlsdenowledge, the DNA host
may not be aware of DNA theft until after the fa€ever, and potentially after the
harmful effects are felt, rendering injunctive eélineffective'® In many cases,
equitable relief simply cannot remedy damage sush family turmoil, job
discrimination, or privacy infringement. Instead,dombat the severe and numerous
problems arising from DNA theft, DNA theft legisiat must be criminal in order to
deter DNA theft from occurring in the first plat®.The more severe punishments
mandated under criminal law, the more DNA theftluikely be discouraged.
Criminal laws will serve as an effective method &#ls both stopping the harmful
effects of DNA theft once it has occurred and phinig those who commit the
crime. If the Ohio legislature will impose a finé up to $1,000 and imprisonment
for up to six months for petty theft, then surelyntgnalizing DNA theft is an
appropriate, and necessary, meastfte.

183 See suprdart |.
184 SeeOHIO REv. CODEANN. § 2913.02 (West 2011).
185 SeeOHIo REv. CODEANN. § 2929.21-22 (West 2011).

186 See supraPart Il (discussing a lack of Fourth Amendmenttgeton for DNA because
it has been considered “abandoned” by several €ourt

187 I Ohio were to classify DNA theft as a civil wrg, DNA theft legislation would have,
in essence, no teeth, and would prove to be inéfeec

188 geeJoh,supranote 42, at 693-94 (arguing that “the only DNA thafv worth passing
is one worth enforcing.”) Joh contends that DNAfthshould be classified as a felony
because of the gravity of the theft offense. Joipranote 42, at 693-94.

189 SeeJoh,supranote 42, at 693-94
190 geeOHIo Rev. CODEANN. § 2929.21-22 (West 2011).
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C. Model Ohio DNA Theft Statute

The Ohio General Assembly should enact DNA thegislation criminalizing
DNA theft. By enacting legislation similar to Akess " Ohio would directly
address DNA theft and prevent privacy and safetjations in the future. Ohio
should adopt a statute similar to the following mlod

Unlawful DNA Collection, Analysis, Retention, or $alosure, “DNA Theft”:

(A) No person shall knowingly collect a DNA samgdl®em a person,
perform a DNA analysis on a sample, retain a DNA@ea, retain the
results of a DNA analysis, or disclose the resoltsa DNA analysis
without written and signed informed consent bypkeson.

(B) A person behaves “knowingly” when the persoraigare that the
conduct is of that nature or that the circumstadsts; when knowledge
of the existence of a particular fact is an elemeihfin offense, that
knowledge is established if a person is aware siitsstantial probability
of its existence, unless the person actually betieit does not exist; a
person who is unaware of conduct or a circumstafiehich the person
would have been aware had the person not beenidated acts
knowingly with respect to that conduct or circunnsia

(C) Any person who violates this section is guittf a first-degree
misdemeanor, punishable by up to six months imprient and/or
$1,000 fine.

This proposed legislation would be effective fovesal reasons. First, this
legislation draws from Alaska’s broad definition &NA theft'®> By broadly
defining DNA theft to include the collection, retem, analysis, or disclosure of
results of DNA testing, this statute, like Alaskaiséll deter DNA theft'®® This
inclusive definition will implicate any individualsnvolved in the DNA theft
process. Additionally, this will provide Ohio lawnfercement with the effective
ability to catch and prosecute those violating Diaft laws*** By expanding on
Florida and New Jersey’'s DNA theft statutes to udel the collection of DNA
without prior informed consent, Ohio’s statute wi# necessarily comprehensive.

Next, this statute defines the requisite mentaksés “knowingly.” This statute
uses the definition of “knowingly” employed in Aless statuté® Knowingly is
the best requisite state of mind for a DNA theftner for several reasons. First, the
primary purpose of DNA theft legislation is to detature DNA theft, prevent

191 SeeALAska STAT. ANN. § 18.13.030 (West 2011¥kee alsOALASKA STAT. ANN. §
12.55.135 (West 2011).

192 geeALASKA STAT. ANN. § 18.13.030 (West 2011)

193 seeRothstein,supranote 6, at 539-42 (contending that DNA theft legfisin which
includes all elements of the offense is most eiffegt

194 Rothsteinsupranote 6, at 539-42

19 SeeN.J. STAT. ANN. § 10:5-45, §10:5-49 (West 20113ee alsoFLA. STAT. ANN. §
760.40(2)(b) (West 2011).

19% SeeALAska STAT. ANN. § 18.13.030 (West 2011¥kee alsOALASKA STAT. ANN. §
12.55.135 (West 2011).
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further damage from DNA theft, and to remedy any/theft that has already
occurred. By setting a lower requisite level ofpaility, such as recklessly or
negligently, the crime of DNA theft may incriminafadividuals who did not
intentionally steal another's DNR’ By requiring a higher level of culpability, such
as purposely, this definition of DNA theft may o tnarrow, excusing some DNA
thieves from a crime which they knowingly committeglven if they were not
substantially certain of the results of their agtipleaving a loophole in enforcement
of DNA theft legislation against culpable individsia“Knowingly” serves as a
mental state which does not fall short of or excisedrequired intent for committing
DNA theft.

Lastly, this legislation defines DNA theft as a déseanor, punishable by up to
one year imprisonment and/or up to a $1,000 filkis penalty is akin to Florida’s
penalty, allowing for both monetary sanctions amprisonment®® opposed to
Alaska’s statute which only provides for up to gear imprisonment® Ideally, the
Ohio statute would include both sanctions becadste broad range of activity
encompassed by the proposed DNA theft statute efisaw/the variety of individuals
who may commit the crime. A $1,000 fine may notedahany individuals who
would not consider the fine to be sufficiently tt@ning. This punishment range
allows courts the discretion to punish individuals a case-by-case basis based on
the particular circumstances. For example, oneopersay play a smaller role in
DNA theft than another, and this monetary and/ mprisonment option allows
courts discretion in sentencing accordingly. Thénalty is also identical to that
already allowed under the current Ohio theft s&ttlt Therefore, if adopted, this
punishment range will likely not be seen as cordrsial.

VI. CONCLUSION

This Note examines current DNA theft legislatiord grosits that Ohio should
adopt criminal DNA theft legislation. As the FduAmendment has been found not
to protect DNA left on discarded items, individuale afforded no common law
remedy for DNA thef® Federally, there is no DNA theft legislati6R. It is,
therefore, up to the states to enact and enforcA DWft legislation to protect the
most private and unique aspect of humans: their DNA

Technological advancements have brought tremendomsth and benefits to
society. However, DNA theft has proven to be aaeriharm resulting from these

197 For example, a woman who sends a DNA sample ioeatdo-consumer laboratory for
testing, even if done with prior informed consengy be guilty of DNA theft if the woman
accidentally sends in the wrong DNA sample (sucheashusband’s gum instead of her own).
Punishing someone for this type of mistake likeljl mot serve as a deterrent to accidental
DNA theft and will incriminate individuals for inment mistakes.

198 SeeFLA. STAT. ANN. § 760.40 (West 2011).

19 SeeALAska STAT. ANN. § 18.13.030 (West 2011kee alsOALASKA STAT. ANN. §
12.55.135 (West 2011).

200 SeeOHIo REV. CODEANN. § 2929.21-22 (West 2011).
201 SeeJoh,supranote 35, at 865.

202 geeHammerschmidisupranote 5.
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development$® Emerging threats of employment discrimination d@ndurance
discrimination may exclude individuals with gengtimpensity for disease from the
job and insurance market. With threats of falsencral identification, genetic
identity theft, privacy, blackmail, genetic stalginand family turmoil, DNA theft
can turn an individual's life upside down. These aeal threats that cannot be
ignored.

To protect its residents from these grave thretis, Ohio General Assembly
should enact legislation criminalizing DNA theft. itW proper awareness and
enforcement, this method will prove to be the lbterrence and solution for the
growing problem of DNA theft and ensure Ohioansvacy in their own genetic
information.

203 geeRothsteinsupranote 6.
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